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Intro

OT environments: crown jewels without the fortress
Is OT recon this easy?

Passively failing defensive scanning

Five Principles of Active OT Scanning

loT: everywhere, anywhere, and right here
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Moving data Moving machinery

3 - 5 years 20 - 30 years

Confidentiality Availability*

Linux, OSX, Windows RTOS, >65 listed on wikipedia
Python, Java, JavaScript, C++, Go LD, FBD, SFC, ST, IL

Periodic updates, even automated Rare

Secure by design Insecure by design

Many security controls Some to none, depending on industry
High exposure Mostly isolated

IP, TCP, UDP DNP3, ModBus
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Security through isolation, but not really

Internet DMZ T Web Servers ? Emall Servers
Level 5 ! '

Enterprise Zone 7 Domain : + Business
= Controller SGNQV B Servers W Enterprise
Leve)d ! -2 Desktops

Plant DMZ — Control Center LAN DMZ
it _ E:‘LWEIII : n«mw

Level 3

Operations Management Zone

Control Center/ - » - s . e '
Processing LAN -2 £y 'S 'S 1 =
Level 2/3 I Application Database 1/0 Historlan  Domain

ngineerin
Server Server Server Controller Eoginenring

Workstation

Level 2 -

Physical Process: Local Fiekd bus/ hard wired

——————  Vendor specific bus
Fleldl/ODevices B @ m @ — EtherTet TCP/IP

Level 0 Process

local HMILAN o ~‘ SCADA, DCS or Hybrid System

Cell/Area Zone




Is offense OT this easy?

( runz=ro



Security
through
isolation?

Shodan

Gormany
Raty
Spain
France

China

Telokom Deutschland GmbH
Dewtsche Telokom AG
TELEFONICA DE ESPANA S AU
shyDSL customars IT

Yalncom Halin Mabile

Downlcads

Partner Spotlight: Looking for & place 10 stome all the Shodan data? Check

35.161.203

Womr ot

119.45.161.10

106.225.131.11
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Google Inun:fportadiponal mwsl

Security
through
isolation?

SIEMENS $7-1200 station_2 / PLC_1

Google

Homegage of the acelication

» Stant Page

b Disgniostics

+ Disgnostic Bulfer

+ Module information
» Communvcabon

» Tag status

b Walch el

+ User-defined pages

b Flle Browssy
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Default
passwords

Default users

Default settings
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Insights

Default -
passwords

Default users

5 0 S2R0INIUNGEvedrrad SO and @5Cacay

§ ADOeeD |0aona Irckeevdinhoe 1\

Default settings

Adrartech Wehi
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CYBERSECURITY &
INFRASTRUCTURE ['§ AMERICA'S CYBER DEFENSE AGENCY
SECURITY AGENCY e

Toplea * “pctight Pascurces & Tocks ~ Newws & Events ~ [ About v

Vulnerabilities merr—————

ICS ADVISORY

Siemens S7-300/400 PLC Vulnerabilities
(Update E)

Last Rovised: March 10, 2020 Alert Coda: ICEA-16-348-06

4.2 VULNERABILITY OVERVIEW
4.2.1 INFORMATION EXPOSURE CWE-200-

An attacker with natwork access to Port 102/TCP (1ISO-TSAP) or via Profibus could obtain credentiats from
the PLC If Protaction-Lavel 2 is configured on the affected devices,

CVE-2016-9159 has been assigned to this vulnerability. A CVSS v3 base score of 7.5 has baen assigned; the
CVSS vector string Is (AV:NACL/PRN/UENS: LT HANAN- |

4.2.2 |MPROPER INPUT VALIDATION CWE-20-

Specially crafted packets sent to Port BOYTCP could cause the affectad devices 1o go into defect mode. A
coki restarnt is raquired to racover the system.

CVE-2016-9158 has been assigned to this vi

ulnerability. A CVSS v3 base score of 7.5 has baen assigned; the
CVSS vector strng is v 2

fSLNCHAN s )
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Passively failing defensive
scanning
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Good and bad of passive network monitor

Complex
deployment

Poor
performance Avoid outage

Cost & effort

Incomplete & PS
inaccurate




Five Principles of Active OT
Scanning
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1/5: Send standard packets and expected payloads

Time

2047 3.978386

. 9898380

Omdebiors
4,.916947
4.031614
4.035043
4.0857551
4.067405
5.881811

2056 5.085997
2057 5.111713
2058 5.140783
2059 5.140085

2053:
et II,

Internet Protocol

Source
192.168,1.116

94+ 100 L
192.168.1.1908
192.168,1.116
192.168.1.16e8
192.168.1.116
192.168.1.108
192.168.1.116
192.168.1.188
192.168.1.116
192,168.1.108
192 168. 1 116

Destination
192, 168 1. 108

s
192.168.1.116
192,168.1.108
192.168.1.116
192.168.1.1088
192.168.1,116
192.168.1.108
192,168.1.116
192.168.1.108
192,168.1.116
192,168.1.108

188 1 114

Protocol | Langtt
upp 342

'I
TCP 60
TCP 74
TCP ]

Tce 74
TCP 60

P 162
1P 162
Imp 192
1P 192

upp 342

TrMD

Info

1= 09311 [hsx
60325 - 1 [ACK]
1 - 68325 [RST]
60326 - 1 [FIN,
1 - 68326 [RST,

Echo (ping) request
Echo {ping) reply
Echo (ping) request
Echo (ping) reply

60‘39 = 36552 Len=300
ICMP 370 D .

ACK] Seq=1 A
Seq=1 Ack:l W

PSH, URG] Se

68439 ~ 36552 Len=300

74 LvTrs captured (592 bits) on interface end,

Us

2 1h9 1.1088

=1 Win=9 Len=0

=33554432 Len=8 WS=1024 MSS=265 TSval=42!
Seq=1 Win=0 Len=@
Win=107372544@ Urg=0 Len=0 WS=16384 MSS
ACK] Seq=1 Ack=2 Win=f Len=p

id=@xede2, seq=295/9985, ttl=51 (reply in 2056)
id=@xede2, seq=295/9985, ttl=64 (request in 2@55)
id=8xedel, seq=296/10241, tt1=45 (reply in 2058)

id=@xedel, seq=296/10241, ttl=64 (request in 2057)

s

Transmission Control Protocol. Src Port. 60326. Dst Port'

1. Sea: 1. Len: @
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2/5: Avoid security probes

~ [=] Nessus Report 15l X

Summary

B & ftp (214cp)

Mumber of hosts tested : 1

Found 1 security holes

Found 1 security warmings It was possible to diable the remote FTP server
Found 5 security notes hy connecting to it about 3000 times, with
one connection at a time.

& 127.0.01
An attacker may use this flaw to prevent this
service from warking properly.

Solution : If the remote server is GoodTech fipd server,
download the newsst version from http:dwsww.goodtachsys.com
BID : 2270
Risk factor : Setious

B ssh (224cp)

&) telnet (23/4cp)

— () unknown {12414cp)

— () unknown (30014cp)

B ) generalitep

B generaludp

‘|J Sort by port Save as... Save as M5 Close
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3/5: Manage overall and per host packet
count to avoid heavy traffic
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3/5: Manage overall and per host packet
count to avoid heavy traffic

Scanner
500 pps

@
N

Distributed, Round-robin

Host Host Host Host Host
20 pps 20 pps 20 pps 20 pps 20 pps
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4/5: Fingerprint incrementally
| ARP/ICMP swesps
}

\ 4

ARP/ICMP sweeps

Device-specific UDP queries

Safe to scan?

Yes

\ 4

SYN scan on certain ports (no FP)

Safe to scan? No

vy Yes v

Broaden set of ports Abort or modify scan
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Five Principles

Send standard packets and expected payloads

Avoid security probes

Distribute scan traffic sensibly

Fingerprint/scan incrementally

Test and scan over time
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loT: everywhere, anywhere, and
right here



Fingerprinting IoT sucks
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Fingerprinting IoT sucks
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loT may be disrupted too
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Five Principles - They work for loT too

Send standard packets and expected payloads

Avoid security probes

Distribute scan traffic sensibly

Fingerprint/scan incrementally

Test and scan over time
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Questions?



Parting thought
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Don't get into a
stranger's car.

Don't take your hands
off the wheel.

Only governments can
issue currency.

Work in an office so you
make a good salary.

Don’t actively scan OT
networks.
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Connect with me

clJ huxley@runzero.com
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Thank you.
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