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Intro

● OT environments: crown jewels without the fortress
● Is OT recon this easy?
● Passively failing defensive scanning
● Five Principles of Active OT Scanning
● IoT: everywhere, anywhere, and right here
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Linux, OSX, Windows RTOS, >65 listed on wikipedia

Python, Java, JavaScript, C++, Go LD, FBD, SFC, ST, IL

Periodic updates, even automated Rare

Secure by design Insecure by design

Many security controls Some to none, depending on industry

High exposure Mostly isolated

IP, TCP, UDP DNP3, ModBus



Security through isolation, but not really



Is offense OT this easy?
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Vulnerabilities



Exploit



Passively failing defensive 
scanning



Finding chokepoints



Finding chokepoints



Good and bad of passive network monitor

Incomplete & 

inaccurate

Cost & effort

Poor 

performance Avoid outage

Complex 

deployment



Five Principles of Active OT 
Scanning



1/5: Send standard packets and expected payloads



2/5: Avoid security probes



3/5: Manage overall and per host packet 
count to avoid heavy traffic



Host
20 pps

Host
20 pps

Host
20 pps

Host
20 pps

Host
20 pps

…

Scanner
500 pps

3/5: Manage overall and per host packet 
count to avoid heavy traffic

Distributed, Round-robin



4/5: Fingerprint incrementally

Device-specific UDP queries

SYN scan on certain ports (no FP) 

Broaden set of ports 

Safe to scan?

Safe to scan?

Abort or modify scan

Yes

Yes

No

No

ARP/ICMP sweeps



Five Principles

Send standard packets and expected payloads

Avoid security probes

Distribute scan traffic sensibly 

Fingerprint/scan incrementally

Test and scan over time



IoT: everywhere, anywhere, and 
right here



Fingerprinting IoT sucks
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Fingerprinting IoT sucks



IoT may be disrupted too



Five Principles - They work for IoT too

Send standard packets and expected payloads

Avoid security probes

Distribute scan traffic sensibly 

Fingerprint/scan incrementally

Test and scan over time



Questions?



Parting thought



Don't get into a 
stranger's car. 

Don't take your hands 
off the wheel. 

Only governments can 
issue currency. 

Work in an office so you 
make a good salary. 

Don’t actively scan OT 
networks.  



Connect with me

huxley@runzero.com



Thank you.
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